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ABSTRACT
Accuratelyidentifying spamcampaignslaunchedby a largenum-
ber of bots in a botnetallows for accuratespamcampaignsigna-
turegenerationandhenceis critical to defeatingspammingbotnets.
Thestraight-forwardapproachof clusteringall spamcontainingthe
samelabelsuchasanURL into a campaigncanbeeasilydefeated
by techniquessuchas simple obfuscationsof URLs. In this pa-
per, we performa comprehensive studyof content-agnosticchar-
acteristicsof spamcampaigns,e.g., durationandsource-network
distribution of spammers,in order to ascertainwhetherandhow
they canassistthesimplelabel-basedclusteringmethodsin identi-
fying campaignsandgeneratingcampaignsignatures.In particular,
from a� ve-monthtracecollectedby arelaysinkhole,wemanually
identi�ed andthenanalyzedseven URL-basedbotnetspamcam-
paignsconsistingof 52 million spammessagessentover 2.09mil-
lion SMTP connectionsoriginatedfrom over 150,000non-proxy
spamminghostsanddestinedto about200,000enddomains.Our
analysisshowsthatthespamcampaigns,whenobservedfrom large
destinationdomains,exhibit durationsfar longerthanthe � ve-day
periodasreportedin a recentstudy. We analyzethe implications
of this �nding on spamcampaignsignaturegeneration.We further
study other characteristicsof theselong-lastingcampaigns.Our
analysisrevealsseveral new �ndings regardingworkloaddistribu-
tion, sendingpatterns,andcoordinationamongthespammingma-
chines.

Categoriesand SubjectDescriptors: C.2.3ComputerCommuni-
cationNetworks:NetworkOperations–network management;C.2.0
ComputerCommunicationNetworks: General–securityand pro-
tection

GeneralTerms: Measurement,Security

Keywords: Spamcampaign,botnet, burstiness,distributedness,
openrelay

1. INTRODUCTION
Ever sincespam�rst becamea majorproblem,spammingtech-

niqueshave escalatedin complexity in responseto the increasing
sophisticationof spam�ltering techniques.Dueto thefundamental
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weaknessof content-basedspam�ltering techniques,i.e., thereare
simply too many waysto obfuscatethe content,researchershave
developedIP-address-basedtechniques.Suchtechniquesmaintain
a blacklistof IP addressesthatareknown to have originatedspam
in thepast,andoffer asimpleinterfacesuchasDNSfor convenient
andef�cient lookupsby mail servers in the future. In reactionto
DNS blacklisting,spammersresortedto employing botnets, each
of which consistsof a large numberof compromisedmachines,
typically operatedunderacentralCommand-and-Control(CnC)to
originatespam.Thelow volumeof spamoriginatedfrom eachindi-
vidualbotsigni�cantly addsto thedif�culty of accurateandtimely
blacklisting of thesebot machines.Becauseof the sheersizeof
botnets,spamdueto botsamountto amajorpercentageof thetotal
spamworldwide[24, 20].

Thedif�culty with identifyingindividualbotsdueto theirstealthy
spammingbehavior suggeststhataneffectiveapproachto identify-
ing anddefeatingbotnetshasto resortto identifying thecollective
behavior, i.e., the spamcampaignthat thebotsin a botnetlaunch
collectively for pushingthesamespam(includingall of its obfus-
catedforms)to millions of mailboxes.Undersuchanapproach,the
new challengein thebattleagainstbotnetspamis shiftedto theabil-
ity to accuratelyclusterspambelongingto thesamecampaignand
generatesignaturescharacterizinga campaignimmediatelyupon
its onset.Suchspamcampaignsignaturescanthenbeusedto iden-
tify and�lter futurespambelongingto thesamecampaign.

A key observation aboutspamcampaignsis that spambelong-
ing to the samecampaigntypically sharethe samespamlabel,
suchasa URL or a phonenumber, which is neededto carry out
the spammingpurpose,for example,to tell the recipientshow to
buy the medicationadvertisedin the spam. However, clustering
spaminto campaignssolely basedon the labelsembeddedin the
messagesuchas URLs is insuf�cient as it is easily defeatedby
techniquessuchassimpleobfuscationsof URLs,usingHTTP fea-
turessuchasURL redirection,andincludingadditionallegitimate
URLs in the mail body. A naturalquestionthen is whetherthe
label-basedspamcampaignclusteringapproachcanbene�t from
exploiting somede�ning content-agnosticcharacteristicsinherent
in a campaign?

In thispaper, weperformatrace-drivenanalysisthatsearchesfor
suchde�niti vecharacteristicsof spamcampaigns.In particular, we
focuson characterizingtheburstiness, i.e., how long a spamcam-
paignlasts,anddistributedness, i.e., how widespreadthe sources
of a spamcampaignare. To facilitateour investigation,we lever-
agethetechniquepreviouslydevelopedfor peekinginto spammers'
behavior from relaysinkholes[15] which providestheuniqueand
broadview of numerous,possiblyconcurrent,spamcampaignshit-
ting many diverseenddomains(includingspamto majordomains
suchasHotmail, Yahoo! mail, Gmail). In particular, from a � ve-



monthtracecollectedby a relay sinkhole,we manuallyidenti�ed
sevenURL-basedbotnetspamcampaignswhichconsistof 52mil-
lion spammessagessentover2.09million SMTPconnectionsorig-
inatedfrom over 150,000non-relay, non-proxyIP addressesand
destinedto about200,000enddomains.

Weobservethatnearlyall spamcampaigns,whenobservedfrom
largedestinationdomains,exhibit a burstdurationfar longerthan
the � ve-dayperiod usedas the campaignburstinessthresholdin
a recentstudy[22]. Oneimmediateimplication of this �nding is
that onecannot simply clusterall the spamfrom a large number
of spammingsourcesthat containsimilar URLs andthe delivery
of which is �nished within a shortperiodof time asa singlespam
campaign,asburstinessis not a de�niti ve characteristicfor many
spamcampaigns.In otherwords,while burstinessplusdistributed-
nessmaybeasuf�cient conditionfor identifyingaspamcampaign,
it is not a necessarycondition. Hence,using it as the de�niti ve
characteristiccanresultin a high falsenegative ratio. Ouranalysis
shows thatthecompleteURL signaturesgeneratedusinga� ve-day
burstinesscutoff anda 20-AS distributednesscutoff on our seven
spamcampaigntraceresultin afalsenegativeratioof 98.21%(con-
sideringonly the spamthat satisfythe 20-AS distributednesscut-
off). In contrast,the study in [22] never reportedfalsenegative
resultswhile evaluatingtheir spamcampaignsignaturegeneration
technique.

A secondimportantcontributionof thepaperis anin-depthanal-
ysisof theselong-durationbotnetspamcampaignsidenti�ed in our
trace. Unlike previous analysisof spamcampaigns[22, 23], the
uniquevantagepoint of our relay sinkholeallows us to studythe
spammingpatternsof individual spammersto multiple destination
domains,aswell asthecoordinationof thesendingpatternsof indi-
vidual spammerson behalfof differentspamcampaigns.Overall,
themajor�ndings of ourstudyinclude:

� Many spamcampaignsarenot burstyin nature,whetherob-
servedfrom therelay'spointof view or from anenddomain's
pointof view; they continueon for months.

� Thougha spamcampaignasa whole may not be bursty in
nature,the botscarryingout the work canin fact be bursty
andstealthywithin thecampaign.In many cases,botscom-
plete their entireworkload for a particularspamcampaign
within the�rst onehourof theirarrival into thecampaign,as
observedby therelay.

� There exist many commonspammingIPs acrossmultiple
spamcampaigns.

� The bots that appearin multiple spamcampaignstypically
spamfor differentcampaignsin close-bytimeinstances.Fur-
ther, they appearto spamnearlythesameworkload(number
of spamemails)but to distinctrecipientsacrossthemultiple
campaigns.

� An individualspamminghost's involvementin acampaignis
relatedto its uploadlink bandwidth.Thehighertheupload
bandwidth,themorespamwasobservedto originatefrom it.

Therestof thispaperis organizedasfollows. Section2 discusses
relatedwork. Section3 brie�y reviewsthemethodologyandadvan-
tagesof usingrelaysinkholesto collectspam.In Section4, wedis-
cussthechallengeswith spamcampaignidenti�cation andhow we
identi�ed sevenURL-basedspamcampaignsmanually. Wecharac-
terizetheburstinessanddistributednessof botnetspamcampaigns
in Section5, andperformanin-depthanalysisof individual spam-
merbehavior andthecoordinationamongspammersin Sections6
and7. Finally, we concludein Section8.

2. RELATED WORK
The major shift of spammersfrom using high-volume spam-

minghoststo low-volumebut coordinatedbotshassigni�cantly in-
creasedthe dif�culty in identifying individual spammingsources.
In reaction,a numberof recentstudies[2, 23, 10, 22, 11] have
focusedon learningandidentifying bots' collective behavior, i.e.,
thespamcampaignthey launched,with thegoalof deriving spam
campaignsignatureswhichcanthenbeusedto �lter futurespam.

Oneapproachis to performstringextractionon theentiremail
contentin orderto identify common“shingles” thatcharacterizea
campaign.For example,Zhuanget al. [23] appliedthe shingling
algorithm[4] to spammail bodiesto separatedifferentspamcam-
paignsin spamtracescollectedfrom Hotmail.

A lessresource-intensive approachthan string extraction from
theemail body is to look for labelsthat characterizethe intention
behindthemessage,e.g., theadvertisedURLs. For instance,An-
dersonet al. [2] usedspamtracescollectedfrom a top-level four-
letterdomainto studythespaminfrastructure.They usedthesim-
ple notionof a spamcampaignto consistof all emailsthatcontain
thesameURL (afterall redirections).However, asexhibitedby our
trace,it is possiblefor two URLs thatdo not renderthesamepage
to belongto thesamecampaign.Onewayto work aroundthis is to
comparethepagedisplayedfor differentURLs asimages[2] and
clusterthembasedonsimilarity of therenderedpagesusingimage-
shingling.However, this methodcanbequiteresource-intensive.

In contrast,in this paperwe take a different approachby �rst
manuallyidentifying spamcampaignsandthenanalyzingcontent-
agnosticcharacteristicsof a campaignthat can assistwith cam-
paignidenti�cation. In this regard,similar to our approach,Konte
et al. [11] also �rst manuallyidenti�ed campaignsandclassi�ed
spamin their tracecontainingURLs belongingto 3,360domain
namesinto 21 distinctcampaigns.However, their goalsarediffer-
ent thanoursin that they focuson how fast-�ux servicenetworks
areusedto hosttheonlinescamsadvertisedby thespammessages.

Most recently, Xie etal. [22] proposedto useburstinessanddis-
tributednessastwo de�niti ve characteristicsof botnetspamcam-
paignsto assistin identifying URL-basedbotnetspamcampaigns.
In particular, in extractingclustersof same-URL-containingspam
from anemail tracesampledat 1:25,000from a largemail service
provider, the authorsexerciseda burstiness�lter of active period
lessthan� ve days,anda distributedness�lter of spammersorig-
inating from over 20 ASes. The URLs containedin suchclusters
are then usedin a regular-expression-basedautomatedcampaign
signaturegenerationprocessfor URL-basedspamcampaigns.

Relatedtospamcampaignanalysis,Kanichetal. [10] studiedthe
conversionrateof spam– the probability that an unsolicitedmail
will ultimatelyelicit a sale– by in�ltrating CnCchannelsof “The
Storm” botnetandinjecting threespamcampaignsthat spammed
500million recipients.

Finally, several studieshave focusedon analyzingthenetwork-
level propertiesof spammers.As anexample,Ramachandranand
Feamster[17] analyzedthe network-level behavior of spamorig-
inating from botnetsanddiscovereda new spammingtechnique,
called BGP spectrumagility, that useshijacked pre�xes to send
spam. Ramachandranet al. [18] focuseson analyzingthe simi-
larity in the sendingpatternsof individual spammerssuchas the
temporalandspatiallocality (e.g., in destinationdomains)in the
spamthey generated.They usedemailtracesfrom 115domainsto
develop a behavioral blacklist basedon thesendingbehavior (the
setof targetdomainsthata particularIP addresssendsspamto) of
spammersratherthana �x ed identity suchasanIP address.Such
anapproachrequiressharingof spamcollectedfrom acrossmulti-
pleenddomains.



3. METHODOLOGY
In ourstudy, weusedthemethodologydescribedin [15] for col-

lectinga largespamtracefrom theuniquevantagepointof anopen
relay sinkhole. Sucha uniquevantagepoint providesa snapshot
view of many spamcampaignsinvolving a largenumberof coor-
dinatedhostsandmany destinationdomains.In thefollowing, we
brie�y review themethodologyanddiscussits advantagesandlim-
itations,andsummarizethetracewecollected.

3.1 SpamCollection usingan OpenRelay

Open relay sinkhole. An openrelay is an MTA (Mail Transfer
Agent) that forwardsemailsfrom any client to any destination.In
general,spammingthroughanopenrelay is lucrative for a spam-
mer sincethey cango undetected,as the �nal mail receiver sees
only the mail relay asthe spammingsource. While the bots in a
botnetgenerallysendspamin low volumeandhencearelesslikely
to be detected,usinga relay whenever possibleremainslucrative
aslong astherelayis notblacklisted.

Spammersuserelay testingsoftware [19] to scanthe Internet
for openrelaysthatcouldbeexploitedby themfor spamming.To
detectopenrelays,they �rst scanthe hoststhat have mail servers
runningon port 25 (SMTP).The hoststhataredetectedto accept
port 25 connectionsarethenchecked if they alsorelay. A spam-
mertriesto relaya testemail to its own emailaddressthroughthe
detectedhost. Typically, thesubjector the bodyof suchanemail
containstheIP addressof thehostbeingtested.Oncethetestemail
is successfullyreceived,theIP addressof thehostis extractedfrom
thebodyandthehostis con�rmed to relayemails.

Onceanopenrelayis detected,thespamminghostsstartexploit-
ing the host to relay spam. The relay testersperiodically (about
oncea weekasobserved by the relay) checkwhetherthe host is
still relaying the email using the techniqueabove. We observed
that if thehoststopsrespondingto relaytestersat any time,spam-
ming throughtherelayis stoppedwithin a few days.

To sustainspamcollection through the relay without actually
compromisingit, i.e., therelaybeingblacklistedby DNSBLs, the
openrelay is carefully con�gured to forward only the emailsthat
areinvolvedin relaytesting.In thisway, therelaytestersaregiven
continuousfalseassurancethat the relay continuesto forward all
emailswhereasin realityonly thetestingemailsarerelayedandall
othersarestored(andnot forwarded).An importantstephereis to
identify which emailsarefor testingthe relays. Most of therelay
testerscould be trivially identi�ed as they containthe IP address
(in plain text/hex) of therelayserver in eitherthemail bodyor in
the subjectlines. Someof themalsocontainwords like “relay”,
“test”, “successful”,etc. So any email that containseitherthe re-
lay's IP addressor thesekeywordsarelet through. An important
point to notehereis that relay testingis alsodoneby DNSBL(s)
for purposesof blacklistingandthesetestemailsalsocontainthe
IP addressof the relay in the mail body. Hence,any email that
containswordslike “dnsbl”, “ordb”, “sorbs”,etc., aredeniedfrom
passingthroughto prevent our relay from beingblacklisted. We
notethat this relay testingbehavior is basedon observationsfrom
our relayandhencethemechanismfor detectingrelaytestersmay
notnecessarilybegeneral.

Advantagesand Limitations of a Relay Sinkhole Trace. Upon
beingrecruitedby spammersto relayspam,anopenrelayprovides
a uniquevantagepoint for observingInternetspamtraf�c. Since
spammerstypically spammailboxes in many organizationaldo-
mains,a conventionalsinkholewhichpretendsto bea normalmail
server at anorganizationonly observesthespamtraf�c to thatsin-
gleorganizationaldomain.Suchasinkholethereforeonly observes
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Figure1: Number of emailssupposedto berelayed,number of incom-
ing connectionsand number of unique spammerIPs per day.

a portion of the spamoriginatedfrom the spammers.In contrast,
a spamsinkholethat masqueradesasa normalopenrelay on one
sideseesa plethoraof origin spammersthatattemptto relayspam
throughit, andon the othersideseesall the �nal destinationsof
thespam.Suchabroaderview point of thespamtraf�c potentially
revealsthe global behavior of spammers.In particular, it poten-
tially capturessnapshotsof many spamcampaigns,eachof which
targetingmany destinationdomains.

In principle, tracecollectionat a singledomaincanpotentially
cover 100%of all the spamdestinedto that domain. In practice,
however, dueto thesheervolumeof spamat suchdomains,stud-
ies using them typically usesamplingtechniques.For example,
in [22], the traceusedby the authorsaresampledat the ratio of
1:25,000.The spamtracecollectedat the relay sinkholecanalso
beviewedasaform of sampling,i.e., of thespamcampaignsgoing
to eachdestinationdomain.Sincetheuniformity of this sampling
of our relay traceis arguable,i.e., the tracemay not seeall the
spammersthat arepart of a campaign,in this paper, we will only
extract propertiesof spamcampaignsthat are lower-boundedby
what is seenin the trace. For example,if the durationof a spam
campaignseenin thetraceis X days,thenwe know theactualdu-
rationcanonly be longer, but not shorter. In otherwords,we will
analyzethetracein away thatavoidsits limitation.

3.2 Trace Statistics
Using an openrelay, we collecteda spamtracefor a periodof

� ve monthsfrom September30, 2007to February28, 2008. Fig-
ure1 plots thenumberof emailsthatour relaywasasked to relay
perdayandthenumberof uniqueIPsthatgeneratedtheserequests
perday. We observe that the spamthroughthe relaywasinitially
low in volume but rampedup to one million per day in the sec-
ond monthuntil mid-January. From mid-Januarywe observe an
evenhighervolumeof about10 million spamperday. Exceptfor
the �rst month, the spameachday originatedfrom about10,000
spamminghosts.We observe thatspamthroughtherelaydropsto
zero in two time periods(in early Octoberandearly November).
Thesetwo dropswerenot a resultof datacollection issues,thus
we surmisethat they werelikely dueto a modi�ed decisionat the
spammingsourceswith respectto our relay.

Table1 summarizesthestatisticsof thecollectedspam.In total,
on the sourceside,over half a million uniqueIP addressesorigi-
natedabout11 million SMTP connectionsto the relay. TheseIP
addressesarespreadacross2,243ASesand168 countriesasde-
terminedby consultingtheroutingtabledatabasepublishedby the
RouteViews project [1]1. On the destinationside, our relay was

1Routeviews publishesroutingtableupdatesevery15minutes.An
IP is resolvedto theAS thatannouncedthelongestpre�x covering
theIP.



Table1: Statisticsof the wholetrace,collectedat a relaysinkholefr om
Sep.30,2007to Feb. 28,2008.

Sourcesidestatistics
# incomingSMTPconn.: 11,269,081
# uniqueIP addresses: 543,828
Avg. # recipientsperconn.: 25.32
# network pre�xes: 9,222
# ASes: 2,243
# spamoriginatingcountries: 168

Destinationsidestatistics
# mailsto bedelivered: 285,422,502
# uniquerecipients: 53,950,777
# destinationdomains: 628,092
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Figure2: Emails received per destinationdomain.

askedto relayabout285million messagesin the� vemonthperiod
to about54 million uniquemailboxes distributed across628,092
enddomains.We foundthatabout75%of thehostswerealready
blacklistedin at leastone of the � ve DNSBLs [5, 21, 9, 8, 3]
which werequeriedby therelayat thetime of receiving thespam.
Figure2 shows the numberof emailsthat weredestinedto each
domain,wherethe domainsare sortedby the numberof emails.
We observe that a few providers, e.g., Yahoo!, Gmail, Hotmail
and Hinet, are the target of a lot of spam(89.39%of 285 mil-
lion spam),indicating that the stakes are higher for them in the
armsraceagainstspam.Theselargeenddomainscouldalsoserve
asa goodspaminformationsourcefor potentiallyhelpingothers
via a coordinatedspamsharingmechanism(in a similar manner
asGoogle's safebrowsingAPI). We alsoobserve in our tracethat
spamsourcesthatgeneratehighvolumes,spamalmostall domains,
andconversely, domainsthat receive themostspam,receive from
nearlyall thespamminghosts.

In the rest the paper, we focus on the numberof SMTP con-
nectionsasopposedto the total numberof spammessagesto be
received by all the destinationmailboxes, for the following two
reasons.First, in a singleSMTP connection,a spammingsource
typically delivers the samespammessageto multiple destination
mailboxes in the samedestinationdomain. This is achieved by
transferringonespammessagebodyandmultipledestinationmail-
boxes to the receiving mail server. Hencethe numberof SMTP
connectionsis a morerelevantmetric for measuringtheworkload
executed(asopposedto assigned)by a spammer, comparedto the
total numberof spammessages�nally delivered(e.g., by the re-
ceiving mail servers)to all thedestinationmailboxes. Second,an
SMTPconnectioncarriesthespammingsourceinformationandthe
time whenthe spamwasdeliveredfrom the source,andhenceis
morespeci�c thanthe multiple mailboxesbeingspammedin that
connectionwhen we analyzethe durationand distributednessof
spamcampaigns.

Table2: Breakdown of the 11million connectionsby spamlabel type.
SCLabelType % of Spam # of distinctspamlabels
URLs 58.63a 2,501

(6.50million)
PhoneNumber 15.02 10
SkypeID 9.45 2
Mail ID 1.43 1
No Subject/Body 5.31 1
Others 9.90 -

aWe removed 0.26% of the connections which contain
invalid URLs or URLs of the form www.dom.tld/
location- OOOOwhereOOOOdenotesper-connectionob-
fuscatedstringaseachsuchURL appearsin spamsentin only
oneconnection.

4. SPAM CAMPAIGN IDENTIFICA TION
In this section,we formally de�ne spamcampaigns(SCs),and

discusschallengeswith identifying URL-basedSCsandhow we
manuallyidenti�ed seven URL-basedSCsaccountingfor 52 mil-
lion spammessagesandover 2 million connectionsin our trace.

4.1 De�nitions
Weformally de�ne aspamcampaignto bethesetof emailspam

thataremeantto achievethesamespammingpurpose, for example,
in trying to sell a certainmedication.To evadetheincreasinglyso-
phisticatedcontent-basedspam�lters, thecontentof a spamcam-
paignis typically obfuscated(in moreandmoresophisticatedman-
ners). However, no matterhow much the contentis obfuscated,
spambelongingto the samecampaignhave to containthe same
underlying“contact information” to executethe purpose,e.g., to
“sell the medication.” Such“contact information” comesin vari-
ous forms. The �rst andstill mostwidely usedformat is a URL
thatpointsto thewebpagethat in turn containsdetailedinforma-
tion for executingthe spammingpurpose. More recent“contact
information” typesincludephonenumbersandSkypeIDs.

We denotesuch“contact information” asthe spamlabel, as in
principleeachof themuniquelyidenti�es thespamthatbelongto
a campaign.In practice,realizingthat thestatic“contactinforma-
tion” containedin the messagesfor a campaigncanbe usedby a
content-basedspam�lter to detectspam,thespammerstry to ob-
fuscatethe“contactinformation” to theextentthey can.For exam-
ple,this is easyto dofor URLsby usingstandardfeaturesof HTTP
protocolssuchasredirection(usingsimpleHTTP or javascript).

We denotedifferenttypesof “contact information” asdifferent
spamlabel types. Table 2 gives a breakdown of the 11 million
connectionsin our spamtraceaccordingto different label types.
We observe that58.63%of theconnectionsarefor spamcontain-
ing URLs (6.50 million connections),15% containphonenum-
bers,9.45%containSkype IDs, 1.43%containMail IDs (email
addressesin spammessagesfor recipientsto contactthespamorig-
inators)as the “contact information”. We denotethe above label
typesassimplelabel types. Interestingly, 5.31%of theconnections
have completelyemptysubject�eld andmail body. The purpose
of suchspamremainsunclearandwe suspectthey could be due
to bugs in the spamtemplateof the spammers.Finally, 9.9% of
theconnectionsdonotbelongto any of theabove simplesignature
types. They do not containURLs or speci�c contactinformation.
Thesespamemailsseekto in�uence the behavior of the recipient
without listing a meansfor contactingthespamoriginator. Pump
andDumpstockspamshave thesecharacteristicsthoughthereare
severalotherkindsin our trace.



Table 3: Example URLs belongingto the samespamcampaign.
URL SpamCampaign

http://dhnaXXXX/hljtehnahaj SC-Software1
http://dhnaXXXX/paepyhaeot SC-Software1
http://dhnaXXXX/654j6d4jj SC-Adult2
http://dhnaXXXX/gfjxh985034 SC-Adult2
http://dhnaXXXX/tgg3w3rq4324ty345 SC-Adult2
http://www.988.idv.XXX SC-Book
http://www.ohinet.net/XXX/magic/ SC-Book
http://www.myweb-gmail.com/XX/composition_phrase/ SC-Book

4.2 Challenges
Sincedifferentlabeltypesaresimplyalternatewaysof providing

the“contactinformation”, thereis little incentive to provide redun-
dant “contact information”, ascon�rmed by examiningour spam
trace. For spamcontaininglabel typesof phonenumbers,Skype
IDs, or Mail IDs, we observe that eachof them containsonly a
single occurrenceof a single label type, i.e., it containseither a
singlephonenumber, a singlemail ID, or a singleSkypeID. Fur-
ther, labelsof thesetypesarenever obfuscated.Thesituationwith
clusteringspamcontainingURLsasthespamlabelsis muchmore
complicated,asURLs canbe easilyobfuscated.Hence,we focus
on URL-basedspamin the restof the paper. The mostcommon
typeof URL obfuscationweobservedwasHTTPredirectionusing
standardredirectorssuchasthoseprovided by Yahoo! andAOL.
It is straight-forward to extract �nal URLs from theseredirectors
(almostall spam�lters extract the �nal URL beforegeneratinga
spamscore).

Automaticallyidentifying spamcampaignspurelybasedon ex-
amining the URLs containedin the messageposesseveral chal-
lenges.First, spamcontainingURLs that sharethe samedomain
namecanbelongto differentspamcampaigns.An exampleof this
is givenby the�rst andsecondgroupsof spamin Table3. Second,
conversely, spamcontainingURLs thatdiffer in thedomainname
canbelongto thesamespamcampaign.An exampleof thisis given
by thethird groupof spamin Table3. Third, spammerscaninsert
legitimateURLs alongwith the spamURLs into the messageto
confuseURL-basedidenti�cation schemes.

4.3 Manual Identi�cation of URL-basedSpam
Campaigns

In light of the above challengesin automatedidenti�cation of
spamcampaigns,to enableourcharacterizationstudyof spamcam-
paigns,wemanuallyclassifythe6.50million connections(52mil-
lion spam)into sevenmajorbotnetinitiatedcampaignsasfollows.
First, we groupedall spamthat have in commonthe sameURL
into a separatecluster. Note that a spamemail containingmulti-
ple URLs will appearin multiple clusters.Thereare2,501distinct
URLs in total, and we end up with 2,501clusters. Second,we
randomlypick one spamfrom eachcluster, and gave the result-
ing spamto a humanwho manuallyclustered2,042of these2,501
URLs into seven distinct spamcampaigns,correspondingto 4.21
million connections.Finally, we removed connectionsfrom open
proxiesand openrelays. Spammersuseseveral indirect sources
suchasopenrelaysandopenproxiesto relaytheir spamemailsin
orderto hide the infectedmachines.In fact, spamemailsthatare
to beforwardedthroughour relaymake onesuchexample. Since
our goal is to studyspamoriginatedfrom individual bots,ideally
we would like to replacesuchopenproxiesandopenrelaysin our
tracewith thebotsbehindthem.However, it is actuallynon-trivial
to determinethe actualsourcebehinda proxy that originatedthe
spam. Instead,we simply drop all spamsourcesthatarelisted as
openproxiesor openrelaysin theSpamhauspolicy blacklist [16]

which wasrecentlyintegratedwith NJABL [14]. We notethatthis
is effectively asamplingof our trace.Thissamplingdoesnotaffect
ouranalysis,however, aslongasweonlyextractpropertiesof spam
campaignsthatarelower-boundedby whatis seenin the(sampled)
trace. After removing spamdue to about40,000different open
proxiesandrelays,we obtainedthesamenumberof URLs, 2,042
while the numberof connectionswas reducedin half, from 4.21
million to 2.09million. In therestof thepaper, westudythese2.09
million connectionscontaining2,042URLsbelongingto theseven
manuallyidenti�ed spamcampaigns.

We note that in sharpcontrastto pastreportsthat the amount
of spamoriginatingfrom openproxies/relayshasreducedsubstan-
tially, we found evidenceto the contrary- abouthalf of the 4.21
million connectionsfor the seven manuallyclassi�ed URL-based
spamcampaignsare for suchemails. This is indicative of open
proxiesandopenrelaysbeingusedasthe“front line” by spammers
to hidetheir bots.

Table 4 summarizesthe natureand statisticsof the seven ma-
jor SCsidenti�ed. Eachof the seven campaignsis identi�ed by
a setof URLs that werecontainedin the spamin that campaign.
For example,SC-Bookcorrespondsto a setof 1,567URLs, all of
which arerelatedto sellingbooksandultimatelypointedto anon-
line bookstore.Notethateachcampaignexhibitsdiversityin terms
of multiple distinct URLs andin � ve out of theseven campaigns,
even the URL domainnamesaredifferent. This underscoresthe
dif�culty in obtainingspamcampaignsignaturesin an automated
fashion.In therestof thepaper, we studyvariouscontent-agnostic
characteristicsof campaignsto explorewhetherthey canassistwith
automatedcampaignidenti�cation.

5. SPAM CAMPAIGN CHARACTERISTICS
In this section,we characterizethedurationanddistributedness

of thesevenmajorURL-basedspamcampaignsidenti�ed from our
relay trace. We further studythe implicationsof thesecharacteri-
zationson theautomatedcampaignsignaturegenerationtechnique
proposedin [22].

5.1 CampaignDuration and Distrib utedness
We�rst analyzethedurationof thespamcampaignsin our relay

trace. Table4 shows that the seven URL-basedspamcampaigns
identi�ed in our tracehave durationbetween1 to 99 days,andthe
spamsourcesoriginatefrom 8 to 1,173ASes.

We furtheranalyzethedurationof thesespamcampaignswhen
observed from top four destinationdomainsin our trace,Yahoo!,
Gmail,Hotmail,andHinet. Thedurationof thesecampaignsagain
last between1 to 99 days. As discussedin Section3.2, sinceour
relay tracemaynot captureall thespambelongingto theseseven
campaignsheadedto thoseindividual destinationdomains,theac-
tual durationanddistributednessof the spamcampaignsmay be
evenlongerandwider.

5.2 Per-URL Duration and Distrib utedness
Sincethe spamcampaignsignaturegenerationschemein [22]

startsby identifying clustersof spamcontainingthe sameURL
that satisfythe burstinessanddistributednesscriteria,we alsoan-
alyze the durationanddistributednessof suchindividual clusters
in our trace. As explainedbefore,the seven manuallyidenti�ed
campaignscontain2,042uniqueURLs. Sinceour � ve-monthtrace
collectioncouldpotentiallystartfrom andendin themiddleof the
campaigncontaininga particularURL, we removed all the spam
containinganURL thatendsin the �rst monthor startsin the last
monthof the� ve-monthperiod.Theresultingtracecontains1,774
URLsand1.3million connections.This �ltering alsoremovedSC-



Table4: Summary of the seven manually identi�ed major URL-basedspamcampaigns.
SCName Ad Type Distinct Distinct # of # of # of # of Duration Start

URLs URL SourceIPs Source SMTP Destination of SC Date
Domains ASes Connections Domains (Days)

Book Book Store 1,567 31 8,555 8 287,705 94,466 71 Dec19
Adult1 Adult Drug 38 12 92,441 1,173 720,076 80,034 92 Nov 28
Adult2 Adult Site 306 12 62,117 1,055 419,750 54,622 99 Nov 19
Adult3 Adult Tool 24 1 228 80 4,611 143 1 Jan28

Shopping Shopping 5 1 20,375 592 107,934 26,917 36 Nov 28
Software1 Software 54 4 28,502 702 265,476 45,308 12 Feb12
Software2 Software 48 3 36,178 856 279,799 44,472 63 Dec22

Table 5: Distribution of URLs and SMTP connectionsin the six cam-
paigns over varying burstinessand distributednessranges– all spam
(1,774URLs and 1.3million connections).

Distributedness(# of ASes)
Duration
(days)

1-10 10-20 20-100 100-500 � 500 Total

0-5 3.66 0.96 0.00 0.45 0.00 5.07
(6.32) (0.02) (0.00) (0.96) (0.00) (7.30)

6-10 1.58 0.00 0.00 1.52 0.00 3.1
(6.04) (0.00) (0.00) (1.26) (0.00) (7.30)

11-20 1.52 0.00 0.00 5.13 0.00 6.65
(10.74) (0.00) (0.00) (19.40) (0.00) (30.14)

21-40 2.76 0.00 0.00 1.80 0.00 4.56
(17.89) (0.00) (0.00) (17.70) (0.00) (35.59)

> 40 79.71 0.00 0.28 0.00 0.06 80.05
(40.03) (0.00) (0.07) (0.00) (10.67) (50.77)

Total 89.23 0.96 0.28 8.90 0.06
(81.02) (0.02) (0.07) (39.32) (10.67)

Software1,all URLsfor whichstartedin thelastmonthof the� ve-
monthperiod.A breakdown analysisof distributednessandbursti-
nessof the 1,774URLs for the remainingsix campaignsis given
in Tables5, 6 and7. Eachcell in thetablesprovidestwo numbers,
thepercentageof URLs andthepercentageof connectionsthatare
characterizedby a certainrangeof distributednessandburstiness.
Notethatthepercentvaluesfor URLsacrossarow or columnin the
tablesaddup to 100%but this maynot be true for percentvalues
for connections.This is becauseaspammessagemaycontainmul-
tiple URLs whereeachURL maybecharacterizeddifferently, i.e.,
in differentcellsin thetable.Hence,anSMTPconnectionthatsent
suchamessagewouldgetcountedmultiple times,oncefor eachof
theURLs thatit correspondsto.

Table 5 shows the distribution of these1,774URLs (1.3 mil-
lion connections)in thesix campaignsover varyingburstinessand
distributednessranges.We observe that only 0.45%of the URLs
(0.96%of SMTPconnections)havedurationof � vedaysor shorter
andaredistributedover morethan20ASes.If we ignoredistribut-
edness,relatively few connections(7.30%)andURLs (5.07%)oc-
cur over shortduration(� ve or fewer days)whereasa majority of
theconnections(50.77%)andURLs(80.05%)advertiseURLsthat
lasteda long duration(more than 40 days). If we ignore dura-
tion, amajorityof connections(81.02%)andURLs (89.23%)orig-
inatefrom a smallnumberof ASes(10or fewer) while a relatively
smallernumber(49.99%connectionsand8.96%URLs) originate
from a largernumberof ASes(100or more).

We further analyzewhetherthe above distribution will change
signi�cantly whena campaignis viewedfrom anindividual desti-
nationdomain. Suchan analysisis usefulasspam�ltering tech-
niquesareoftendeployedat individualdomains.Table6 shows the
distribution of the 1,774URLs correspondingto over 0.9 million
connectionsin thesix campaignsthatweredestinedto Yahoo!only.
WechoseYahoo!asthedestinationdomainin thisanalysisasabout
70%of thespamin thesix campaignsweredestinedto it. We ob-
serve the distributionsarevery similar to thosein Table5; a sig-

Table 6: Distribution of URLs and connectionsin the six campaigns
over varying burstiness and distributednessranges - only spam des-
tined to the Yahoo! domain (1,774URLs and 0.9million connections).

Distributedness(# of ASes)
Duration
(days)

1-10 10-20 20-100 100-500 � 500 Total

0-5 3.72 0.90 0.06 0.45 0.00 5.13
(7.53) (0.03) (0.04) (1.00) (0.00) (8.6)

6-10 1.80 0.00 0.00 1.52 0.00 3.32
(5.93) (0.00) (0.00) (1.24) (0.00) (7.17)

11-20 1.30 0.00 0.00 5.13 0.00 6.43
(8.52) (0.00) (0.00) (21.27) (0.00) (29.79)

21-40 2.82 0.00 0.00 1.80 0.00 4.62
(16.14) (0.00) (0.00) (17.96) (0.00) (34.1)

> 40 79.59 0.23 0.00 0.00 0.06 79.88
(37.94) (0.03) (0.00) (0.00) (10.80) (48.77)

Total 89.23 1.13 0.06 8.90 0.06
(76.06) (0.06) (0.04) (41.47) (10.80)

Table 7: Distribution of URLs and connectionsin the six campaigns
over varying burstinessand distributednessranges– only spam fr om
non-blacklisted IPs and destined to the Yahoo! domain (1,748URLs
and 200,000connections).

Distributedness
Duration
(days)

1-10 10-20 20-100 100-500 � 500 Total

0-5 6.01 0.06 0.46 0.00 0.00 6.53
(27.17) (0.05) (0.93) (0.00) (0.00) (28.15)

6-10 3.38 0.00 1.54 0.00 0.00 4.92
(7.59) (0.00) (0.98) (0.00) (0.00) (8.57)

11-20 4.29 0.00 2.80 2.57 0.00 9.66
(9.43) (0.00) (11.94) (20.80) (0.00) (42.17)

21-40 21.11 0.00 0.00 1.66 0.00 22.77
(22.85) (0.00) (0.00) (14.49) (0.00) (37.34)

> 40 53.83 0.00 0.00 0.06 0.00 53.89
(19.01) (0.00) (0.00) (10.91) (0.00) (29.92)

Total 88.62 0.06 4.8 4.29 0.00
(86.05) (0.05) (13.85) (46.2) (0.00)

ni�cant percentageof spammedURLs exhibit persistenceandare
advertisedvia a smallnumberof ASes.

Finally, we analyzewhetherthe above distribution will change
whenthespamtraceis examinedafter�ltering out thespamorigi-
natedfrom blacklistedsourceIPs. We performthis analysisasthe
tracein [22] wasprocessedthiswayandhenceit helpsusto isolate
factorsthatpotentiallycontributeto thedifferentobservations.Af-
ter removing thespamoriginatedfrom blacklistedsourceIPs(over
75%spamsourceswereblacklistedin at leastoneof the� veblack-
listsqueried),thereare1,748URLsandabout200,000connections
in thesix spamcampaignsthatweredestinedto Yahoo! only. Ta-
ble 7 shows thedistribution of theseURLsandconnections.Com-
paredto the distribution beforeremoving spamdueto blacklisted
IPs, thereis a signi�cant reductionin distributedness,but only a
relatively small reductionin duration.In particular, theURLs that
havedurationof � vedaysor shorteranddistributedovermorethan



20 ASesremainat 0.46%(andthe connectionsat 0.93%). If we
ignore distributedness,6.53%of the URLs have durationof � ve
daysor shorter, but theURLs with durationover 40 daysremains
substantial,at53.89%.If we ignoreduration,88.62%of theURLs
orignatefrom 10 or fewer ASes,while 4.29%of URLs originate
from 100or moreASes.

The above �nding on the durationof per-URL spamclusters
from our traceis in sharpcontrastto the previous study in [22]
wheretheauthorsobserved that thevastmajority of URLs areac-
tively advertisedfor ashortburstof lessthan� vedays.This�nding
hassigni�cant implicationsonthedesignof signatureextractional-
gorithmsfor detectingspam,aswe show next.

5.3 Implications on Signature Generation
To estimatetheimpactof this�nding ontheef�cacy of campaign

signaturegeneration,we re-implementedthe spamsignaturegen-
erationtechniqueproposedin [22]. Speci�cally, we analyzedthe
six manuallyidenti�ed campaignsasobservedby Yahoo!after �l-
teringout spamfrom blacklistedsourceIPs. TheURL/connection
distributionsof this tracearein Table7. We �rst usedthesameat-
least-20-ASescutoff for the“distributedness”propertyasin [22] to
�lter outthespamcontainingURLsthatarenotdistributedenough.
For the remainingspam,we thenusedthe burstinessdurationof
� vedaysasin [22], andgeneratedCompleteURL (CU) signatures.
We focusedon theCUsastheauthorsof [22] reporteda majority
(70.3-79.6%)of thespamcampaignsidenti�ed belongedto theCU
category. Using the signaturesgenerated,we calculatedthe num-
berof connectionsthatwould beblockedby thosesignatures,asa
percentageof all thespammailscontainingall theURLsoriginated
from 20 or moreASes. This givesus the “f alsenegative ratio” in
usingtheCU signaturesto �lter thespam.Thefalsenegative ratio
is calculatedto be98.21%.Werepeatedtheschemeusinga20-day
burstinesscutoff, andthefalsenegative ratio is reducedto 79.21%.

To summarize,while theauthorsin [22] consideredburstinessas
anecessarycriteriain narrowing down thecandidatepoolof URLs
on which they applysignatureextraction,we argueotherwise.Us-
ing a shortdurationof � ve daysastheburstinesscriteriacanlead
to veryhigh falsenegative ratios. Ourempiricalobservationhigh-
lightsthechallengesin accuratelyextractingspamsignatures,since
to reducefalsenegatives,it would be necessaryto applykeyword
extractionandsignaturegenerationalgorithmacrossa very large
set of spamthat encompassdurationas large as several months.
This suggeststhat relying on burstinessasa criteria for signature
extractionmayprovecounter-effectiveasit maybetoolateto react
andblock thespam.

6. INDIVIDU AL SPAMMER BEHAVIOR
In this andthenext section,we analyzebotnetspamcampaigns

in detailto gaininsightsinto theworkloaddistribution andcoordi-
nationamongstthemembersof abotnetthatoriginateaspamcam-
paign. Sincewe no longeranalyzethespamfor individual URLs,
wemake useof theentirespamtracefor all sevenmanuallyidenti-
�ed campaignsof 2.09million connectionsand2,042URLs. Due
to spacerestrictions,in this sectionwe focuson threespamcam-
paignsidenti�ed in our trace,basedon their distinctive features:
SC-Bookhasa large numberof distinct URLs, SC-Adult1hasa
largenumberof sourceIPs,andSC-Software1is relatively shortin
durationbut is highly distributedin termsof the numberof ASes
correspondingto thespamsources.As explainedin Section3.2,we
usethenumberof SMTPconnectionsto characterizetheworkload.

Figure3 shows thenumberof SMTPconnectionsmadeperday
to our spamrelayandnumberof uniqueIP addressesperday that
contactour relay for the threeselectedspamcampaigns.We ob-

servesimilarly asin Figure1, thatall threecampaignshavea fairly
steadytotal workloadperdayover the2.5-monthperiod.But does
thisstability in aggregatebehavior for aspamcampaignimply uni-
formity in termsof workloadperspammeraswell? In particular,
weseekto answerthefollowing two questionsrelatedto thework-
loaddistributionamongstthespammersof onecampaign:

� Are thespammersbelongingto thesamecampaignassigned
anequalamountof workload,i.e., connectionsmade?If not,
whatcausestheunevenworkload?

� How doeseachspammeraccomplishits workloadover time?

6.1 Workload Distrib ution
Figure4 shows theworkloaddistributionperspammerIP for the

threespamcampaigns.Note that despitethe relative stability in
termsof the total numberof connectionsperspamcampaignover
time, the workloadof eachspammerfor a given campaignvaries
widely from 1 to 1,000SMTPconnectionsperspammerIP address.

A naturalquestionthat arisesis whetherthis uneven workload
distribution is correlatedwith, andhenceexplainedby, thearrival
time of spammersjoining a spamcampaign. In otherwords, do
spammersthatjoin acampaignearlierthanotherssendmorespam
for a given campaign,potentiallydueto their con�rmed ability to
deliver spam?

While it is possiblethata spammerjoineda campaignlong be-
fore it initiatedits �rst SMTPsessionto our relay, thereis no easy
way to establishthe groundtruth about this. Therefore,we use
thetime a spammerinitiatedits �rst SMTPsessionfor a particular
campaignto our relayasits arrival time for thatcampaign.

Figure 5 plots the spammingactivities of spammerssortedin
increasingorderof theirarrival time,for thethreespamcampaigns.
We seea fairly even spreadin arrival times for spammers,anda
majority of spammerscontinuespammingfor a campaignfor long
periodsof time. In particular, for SC-Adult1,a few spammerswere
seento beactively spammingfor almost2.5months.

Next, Figure6 plots thenumberof spamconnectionsperIP ad-
dressfor the threecampaigns,sortedin increasingorderof their
arrival time, asin Figure5. FromFigure6, it is hardto observe a
trendfor SC-Book,SC-Adult1,andSC-Software1.Hencewe also
plot a SimpleMoving Average(SMA) curve for thesecampaigns.
For every IP addresson the y-axis, we averagethe valuesfor the
250 IP addressesabove it and250 below it, andjoin thesepoints
per IP througha curve which we call SMA. Now a trendcanbe
observed for SC-Book,with the latter arrivals sendinglessspam
thanthe earlierarrivals. Interestingly, no suchtrendsarepresent
for SC-Software1andSC-Adult1,with eachIP addressmakinga
similar7-10connectionsduringits lifetime of thecampaign.

6.2 Workload SpreadOver Time
Next, we studyhow an individual spammerin a campaignac-

complishesits workloadover time.

Short-duration spammers.Figure7 depictsapercentage-percentage
plot, wherethey-axisis thepercentageof spamsourcesandthex-
axisis thepercentageof spamsentby them,duringthe�rst 1, 8 and
24 hoursof their arrival into the threecampaigns,Book, Adult1,
andSoftware1,asseenby therelay. A point (x, y) on thecurve for
t hoursfor a particularcampaignmeansy% of spamsourcesspam
at leastx% of theirworkloadin the�rst t hoursof their arrival.

For SC-Book,Figure7(a)shows that20% of sourcescomplete
their entireworkload(100%on thex-axis)within the �rst hourof
their arrival. However, only 60%of thesourcessend10%or more
of their total workloadwithin the�rst hourof spamming.Further-
more,notethat thepercentageof spamsentby a spammerduring
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Figure3: Number of mails and number of sourceIPs per day for SC-Book,SC-Adult1, and SC-Software1.

Figure4: CDF of workload per sourceIP for thr eespamcampaigns.

Figure5: Correlation betweenspammerIP and its spammingactivities, sorted in increasingorder of arri val time, for the thr eespamcampaigns.

the �rst 1, 8 and24 hoursof its arrival in the campaignremains
nearlythesame.Thesefactsimply thatsomespammers(20%)�n-
ishtheirworkloadassoonasthey �rst arrivein thecampaign,while
othersmake multiple visits acrossseveraldaysbeforethey deliver
100%of their workload.

For SC-Adult1andSC-Software1,weseeacompletelydifferent
trend when comparedto SC-Book. We seethat thesetwo cam-
paignsobserve differentworkloadbehavior duringthe�rst 1, 8, 24
hours.More than90%of thespamsourcescompleteall theirwork
within 8 hoursaftertheirarrival, andabout75%completetheiren-
tire workloadduringthe�rst hour.

Bursty spammingbehavior. Theaboveanalysisof SC-Adult1and
SC-Software1indicatesthe“spamandmove on” behavior by indi-
vidual spamsources.We emphasizethatthis is not to beconfused
with the “burstiness”of spamcampaignsasde�ned in Section5.
SC-Book,on theotherhand,shows reuseof a spammerfor spam-
ming sincea spammerdoesnot completeits workloadon the �rst
day(Figure7(a))of its appearance.We next focuson SC-Bookto
investigatehow oftenspamsourcesrevisit our relayandthechar-
acteristicsof their spammingactivities suchasthenumberof con-
nectionsandthedurationof spammingat eachvisit.

We de�ne a “burst” eventby a spamsourceasthetime duration
thatstartswhenwe observe the�rst spamfrom anIP andendsat a
pointafterwhichthereis nospammingactivity from it for at leasta
pre-chosenperiodof time which we denoteasthe“numb” period.
Within a burst, the time gapbetweenany two consecutive spam
emailswouldbelessthanthe“numb” period.Usingthisde�nition,
thespamhistoryof anIP follows thepatternof oscillatingperiods
of burst andnumb, i.e., burst - numb- burst - numb,andso on.

Weselecta “numb” periodof onehoursinceFigure7(a)shows for
SC-Bookthe spamworkloaddistribution for the �rst hour nearly
equalstheworkloaddistribution for the�rst 8 and24hours.

We now study the burst characteristicsfor SC-Book. Figure8
plots the CDF of the numberof burstsper IP. We seethat 20%
of IP addressesparticipatein the campaignwith only one burst.
The fact that spammersrevisit the relay to continueSC-Bookis
vindicatedby observingthatabout18%of spamsourcesparticipate
in the campaignfor morethan10 bursts. Figure9 plots the CDF
of theaveragetime durationof a burstper IP address.We seethat
morethan80% of IPs have averageburst lengthslongerthan100
secondsandnearlyall of them�nish in lessthan1,000seconds.
This indicatesthestealthybehavior of spammerswherethey �nish
theirworkloadperburstwithin 100-1,000seconds.Figure10plots
the CDF of the averageworkloadper burst per IP address.90%
of theIPsfor this campaignhave anaverageworkloadperburstof
fewer than10 connections.We alsoplot theCDFof thespamming
workloadperIP addressfor the�rst hour. Weobserve thatthe�rst
burstby anIP typically deliversfewerspamemailscomparedto the
averageworkloadperburst.In summary, SC-Bookshowsastealthy
behavior, wherespammersvisit therelaymultiple times,with each
visit of “bursty” shortdurationon theorderof 100-1,000seconds,
andcomprisingof a low volumeof 10or fewer connections.

6.3 Workload and AccessLink Capacity
We now turn backto the questionraisedin Section6.1 regard-

ing the causefor the uneven workloaddistribution amongspam-
mersandexaminepossiblecorrelationbetweenthe workloadand
thenetwork accesslink capacityof differentspammers.
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Measuringtheaccesslink capacityof a link remotelyis a dif�-
cult problem[7]. We usedthe tool proposedin [7] to measurethe
accesslink capacityof a remotespamminghost as follows. For
each� ve-hourduration,we collectedall thenew IP addressesthat
spammedourrelay. At theendof it, if thereweremorethan800IPs
collected,we randomlysampled800of them(otherwisewe chose
all of them)2 andfedthemto four machines,eachof whichusedthe
tool describedin [7] to measurethelink capacityof 200hosts.The
capof 800wasso that themeasurementcould �nish in � ve hours
usingthefour machines.We repeatedthis procedurefor aboutone
monthandmeasuredthe link capacityfor a total of 92,000spam
sources.Unfortunately, only 2,231hostsrespondedto the packet
trainssentby theprober.

Sincewe hadthecapacityinformationfor only 2,231hosts,in-
steadof performingaperspamcampaignanalysisfor them,weper-
formedanaggregatestudyfor thesesources.In particular, for each
of these2,231IP sources,wefoundout theaverageburstworkload,
averageburstlength,andnumberof burstsacrossall thecampaigns
combined,with the“numb” periodbeingonehour. Figures11(a)-
(c) show the scatterplots betweenthesemetricsfor eachof these
IPs, versusits uploadcapacity. We alsoplot the SimpleMoving
Average(SMA) for all threescatterplots by taking an averageof
50 pointsabove and50below a particularpoint.

Figure11(a)shows thatthehigherthespammeruploadcapacity,
the larger the workloadper burst to the relay from that spammer
(notethatthex-axisis in log scale).TheSMA of theaverageburst
workloadin fact shows an exponentialincreaseasthe uploadca-
pacity increases.Figure11(b)suggeststhat the highertheupload
link capacity(of a spamminghost),the longerthe burst duration.
TheSMA of theaverageburst time increasesfrom about30 min-
utesfor low link capacityspammersto aboutthreehoursfor high
link capacityspammers.Figure11(c)shows a similar trendin the
numberof burstsfrom an IP addresswhencomparedwith its up-
loadcapacity.

We concludefrom above that the highera spammer's capacity
to spam,the heavier workload it tendsto deliver. This suggests
thatthecontrollersexploit theuploadcapacitiesof their spamming

2We notethatanIP addressseenby our relaycouldbea NAT. We
do notmake a distinctionamongspamsourcesin this regard.

bots. Thesimplestway to achieve this appearsto beonewherea
controllerdividesthe workload into equallysizedchunks,andas
a bot �nishes a piece,it retrievesanother. This would enablethe
controllerto exploit thedifferentcapacitiesof bots,aswell asdeal
reasonablywell with botsthatgetturnedoff unexpectedly.

7. COORDINATION AMONGST SPAMMERS
In Section6, we madetheobservation thatspamcampaignsare

fairly stableover time in termsof the numberof SMTP connec-
tions and the numberof sourceIPs per campaign(seeFigure3).
We alsosaw thatindividual spammerscouldbebursty, with spam-
mersfor an examplecampaign(SC-Book)sendingmultiple short
bursts,eachlasting 100-1,000seconds.Finally, we saw that in-
dividual spammersareassigneda diverseworkloadpercampaign
rangingfrom 1 to 1,000SMTPconnectionspercampaign(seeFig-
ure4). Thatstill leavesthefollowing questionunanswered:despite
thedisparityin workloadacrossspammers,why doestheaggregate
behavior of a campaignstill appearrelatively stableover time? In
this section,we provide a breakdown of a spamcampaignin terms
of the geographicaldistribution of spammersin an attemptto an-
swerthisquestion.Further, wealsostudythecoordinationamongst
thespammersthatparticipatein thesamecampaignandthosethat
participateacrossdifferentcampaigns.In Sections7.1and7.2,we
useSC-Adult1whichinvolvesover90,000spammersfrom all over
theworld.

7.1 SteadyAggregateBehavior of aCampaign
To betterunderstandthedisparitybetweenthesteadyaggregate

behavior of acampaignandthediverseindividualbehavior of spam-
mers,we breakdown the spammersbelongingto a campaignby
the domainstargetedand by the geographicregions from which
thespammersoriginate.Weobtainthegeographicregion for anIP
usingMaxmind[13].

We studyoneweekof spamactivity in SC-Adult1from Febru-
ary10th to 17th . Westartby lookingatall thespammingactivities
destinedto all the domainsasseenat the relay. In this oneweek
period, our relay observed a total of about0.15 million connec-
tionscontainingspammessagesdestinedto 90,000domains.Fig-
ure12(a)shows thenumberof SMTPconnectionsperhour made
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Figure 11: Scatter plots of the upload capacity of an IP vs. its burst characteristics (acrossall campaignsspammedby the IP), (a) averageburst
workload, (b) averageburst duration, and (c) number of bursts, for 2,231spammingIPs. Also shown are the SMA (simple moving average)across
100neighboring IPs.

to our relay over the oneweektime period. Similar to what was
seenfrom Figure3, theaggregatebehavior in termsof thenumber
of connectionsis stableover time.

Per-day activities to differ ent domains. We next separatespam
for SC-Adult1by thedifferentdomainstargeted.We identify that
this campaigntargetsusersin four majordomains:Yahoo!,Gmail,
Hotmail,andHinet. Interestingly, thenumberof connectionsmade
to our relay for this campaignthat is headingto any of thesedo-
mainsis still stableover time (�gures notshown).

Per-day activities fr om differ ent regions.Wenext separatespam
for SC-Adult1accordingto wherethespammeris geographically
located: India, Argentina,Brazil, and China, as shown in Fig-
ure 12(b)-(e). Note that the time on the x-axis for all �gures is
in EST. Interestingly, the numberof connectionsmadefrom each
geographicregion follows a diurnal variation,peakingduring the
local timezone's mid-day. For instance,for sourcesoriginating
from India, the leftmost point on the x-axis correspondsto 1:30
pm IST, which is whenthepeakactivity occurs.Similar behavior
is seenfor ArgentinaandBrazil. Thenumberof connectionsfrom
China doesnot exhibit as pronounceddiurnal variationsand we
suspectthiscouldbedueto thecountrystraddlingmany longitudes
which couldcontributeto a statisticallymultiplexedbehavior. The
fact that bots from eachcountry seemto generatethe maximum
spamduringtheir localmid-daycouldbeexplainedby previousre-
portsabouttheworking of spambotnets.For instance,theauthors
in [12] reportedthat StormBots typically �nish majority of their
spamworkloadwithin four hoursof themachinebeingbootedup.

Interestingly, thegeographicallydistributednatureof botnetscom-
binedwith the different timezonesexplains the reasonwhy cam-
paignssuchas SC-Adult1 (andall other campaignsobserved by
our relay)exhibit a stablebehavior over time.

Per-hour activities per regionto a domain. Finally, we studythe
numberof connectionsmadeby spammersfrom differentcountries
to a singledestinationdomain,Yahoo!mail. Theresultinggraphs,
not shown due to spacelimitation, appearvery similar to those
in Figure12(b)-(e). This is becauseabout60% of the recipients

for SC-Adult1arein theYahoo! domain.Plotsfor otherdomains
suchasHotmail,Gmail andHinet alsoshow similar behavior. The
main observation we derive from theseresultsis that thereis no
destination-speci�cschedulingof spamby spammers,with eachof
the large domainsexhibiting similar per-origin-countrypatternas
theaggregatespamcampaign.

7.2 Intra-Campaign Coordination
Next, we explore the coordinationamongstspammersthat par-

ticipatein the samecampaign.This coordinationis re�ected in a
very interestingway in the mailboxesbeingspammed.First, we
observe thateachSMTPconnectiondeliversspammails to alpha-
betically closerecipients(an observation similar to [6, 15]). To
furtherinvestigatetheworkloadbalancingstrategy usedacrossthe
spammingsources,we analyzethe correlationbetweenthe spam
sourceIPsandthecorrespondingmailboxes.In Figure13,we plot
ascatterplot of spamsourceIPsversustherecipientsto whomthey
spamin SC-Adult1,whereall therecipientsin thecampaign,i.e.,
theemailaddresses,aresortedalphabetically, andthespamsource
IPs aresortedin increasingorderof their arrival time in thecam-
paign.For clarity, weonly show a portionof thewholecampaign-
10,000contiguousspamsourceslabeledfrom 10,000to 20,000.

Weobserve a few “slanted”linesin Figure13. Basedon this we
conjecturethateithertheBotnetcontrolleror a “job dispatcher”is
maintainingthelist of recipientsin analphabeticallysortedmanner.
Two IPsthatcontactthecontrolleroneafteranotheraregivenout
recipientsfrom thesortedlist in a �rst-in �rst-out order, andhence
aslantedline joinstwo IPsclosein timewith recipientlists thatare
alsoclosein thealphabeticalorder.

Interestingly, thereareseveral suchslantedlines in the �gure.
Onepossibleexplanationfor this couldbedueto theexistenceof
multiple “job dispatchers”(whichcouldbelocatedona singlema-
chineor onseveralmachinesin anoverlayasobservedin theStorm
Botnet[12]), whereeachdispatcherhasa sortedrecipientlist of its
own. Thus, IPs in a botnetcontacttheir respective job dispatch-
ers,andtheparallelslantedlinescorrespondto jobsobtainedfrom
differentdispatchers.
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7.3 Cross-CampaignInteractions
Next, we study cross-campaigninteractionsfrom the point of

view of spamsources.Speci�cally, weanalyzetheoverlapbetween
spammersacrossdifferentspamcampaigns.

Do spamsourcesparticipate in differ ent campaigns? We �rst
�nd outwhetherthereis anoverlapamongstspammerIPsthatpar-
ticipatein differentcampaigns.For this purpose,we de�ne a met-
ric, sourceoverlap, to quantifytheoverlapin termsof spamsources
acrosstwo campaigns. If set A and set B containIP addresses
spammingcampaignsA andB respectively, thenwe de�ne source
overlapOA;B betweenthesetwo setsas

OA;B =
k A \ B k

min (k A k; k B k)
� 100 (1)

Figure 14 plots the sourceoverlap metric for eachpair of the
eight spamcampaignsthat were identi�ed in Table4. From the
�gure weseethatSC-Bookdoesnothave muchoverlapwith other
SCs,but thereis a considerableoverlapamongsttheotherSCs.

We observe thatSC-Adult1andSC-Software1have about48%
sourceoverlap. Earlier we hadobserved that nearlyall the spam
sourcesfor thesetwo campaigns�nish their spamworkloadin the
�rst onehourof spamming(Figure7). We next explorewhatthese
spamsourcesdo oncethey are donewith sendingspamfor one
campaign. In particular, do they immediatelystartsendingspam
for theothercampaign?

In the following analysis,we carefullyconstructa setof IP ad-
dresses(describednext) andstudytheirpropertiesacrossthesetwo
campaigns,Adult1andSoftware1.SinceSC-Software1isobserved

Figure 13: Scatter plot demonstrating the breakdown of workload in
terms of spam recipientsacrossIPs for SC-Adult1. Each point in the
plot depictsa particular IP on y-axis spamminga recipienton x-axis.
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for about12days,startingmid-February, we�rst pruneall thespam
mailsin SC-Adult1thatlie outsidethe12-dayperiod(February12-
25)of SC-Software1.Thisleavesuswith 22,567totalspamsources
and228,000totalSMTPconnectionsfor SC-Adult1.Second,since
weareinterestedin spamsourcesthatspammostof theirworkload
in the�rst onehour, we furtherprunesourcesthatspammorethan
oneburstfrom bothcampaigns.Third,weextractthespamsources
left aftersteptwo thatwereobservedspammingin bothcampaigns.
We call this setthe“common-set”.Wenow studythepropertiesof
the6,550spamsourcesbelongingto this common-set.

How closein time do the sourcesspamfor differ ent campaigns?
For the spamsourcesin the common-set,we calculatedthe time
differencewhen they startedspammingfor SC-Adult1 and SC-
Software1.Figure15plotstheCDFof theabsolutetimedifference
betweenthe startingtime of the burstsby the commonIPs across
thetwo campaigns.Weobservethatabout70%of thespamsources
spamthetwo campaignswithin aperiodof onehour. About85%of
sourcesspamthetwo campaignswithin aperiodof two hours.This
clearlysuggeststhatspamsourcesswitch to thenext campaignas
soonasthey aredonewith their workloadin onecampaign.

Do the sourcesspamthe sameamount of workload acrosscam-
paigns? For thespamsourcesin thecommon-set,we calculated
the numberof SMTP connections(workload) they spammedfor
eachof the campaigns. Speci�cally, we are interestedin �nd-
ing whetherthey spammeddifferent amountof workload in the
two campaigns.Figure 16 plots the CDF of the absolutediffer-
enceof per-IP workloadin the two campaigns,for every IP in the
common-set.Fromthe�gure we seethat40%of IPsbelongingto
thecommon-sethada workloaddifferenceof at mostoneconnec-
tion. About80%of IPshada workloaddifferenceof lessthanfour
connections.Thissuggeststhatthespammingworkloadof asource
is a propertydependenton thecharacteristicsof thespamhostand
notmuchdependenton thecampaignthatit spamsfor.
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Do spamsourcesspamthe samerecipientsacrosscampaigns?
Wenext analyzewhetherthespamsourcesbelongingto thecommon-
setspamthesamesetof recipients.The6,550IPsbelongingto the
common-setmadeabout87,294and96,387connectionsto our re-
lay to deliver spamto SC-Adult1andSC-Software1,respectively.
They attemptedto relay spamto 207,538and209,566recipients,
respectively. Out of 6,550IPs,only threehadat leastonecommon
recipientacrossthetwo campaigns.Thissuggeststhoughthecom-
mon IP addressesspamin closetime intervals acrosscampaigns
andwith thesameworkload,they donotspamthesamemailboxes.

8. CONCLUSIONS
In thispaper, wepresentedatrace-drivenanalysisthatcharacter-

izesthe burstinessanddistributednessof botnetspamcampaigns.
To enableour study, we manually identi�ed seven major URL-
basedbotnetspamcampaignscontaining2,042distinctURLs and
2.09million SMTP connectionsfrom a � ve-monthtracecaptured
by a spamrelay. Our studyshows thatURL-basedcampaignscan
beprolonged,sometimeslastingfor periodsof 99days,suggesting
thatburstinesscannotbeusedasanecessarycriteriato assistclus-
teringURL-basedspamcampaigns.Indeed,weshowedburstiness-
basedcampaigngenerationwith a cutoff of � ve daysled to a high
falsenegative ratio (98.21%). Our �nding suggeststhat despite
recentadvances,theproblemof campaignidenti�cation with rea-
sonablefalsenegativesis harderthanpreviously thought.

Wefurtherstudiedthecharacteristicsof threebotnetcampaigns.
Thoughcampaignsare found to be long lasting, individual bots
canexhibit a bursty behavior, with botsfor onecampaign(Book)
contactingtherelay in multiple bursts(18%of botsarrive in 10 or
morebursts)with eachburst lastinga shortdurationof 100-1,000
seconds.We alsostudiedthe coordinationacrossspammersin a
campaignandfor onecampaign(Adult1), we identi�ed a pattern
wherethe spammersthat arrived at the relay in contiguoustime
werefoundspammingrecipientsthatwerein alphabeticallysorted
order, suggestingFIFO job dispatchingby thespamcoordinators.
Finally, we studiedthe interactionsamongthe bots that spamon

behalf of multiple campaignsand found that suchcommonbots
generatespamfor eachcampaignin close-bytime, with thesame
workloadpercampaign,but to distinctrecipientsacrosscampaigns.

In futurework, we plan to studythe interactionsbetweenspam
campaignidenti�cation schemesandIP blacklisting.Ononehand,
botsidenti�ed in botnetspamcampaignscanhelp to enhancethe
freshnessof IP blacklists. On the other hand,the IPs alreadyin
the IP blacklistscanpotentiallyhelp to speedup the detectionof
new or evolving campaigns.Finally, weplanto developautomated
schemesthat exploit the spamcontentin addition to spamlabels
for accurateandtimely campaignidenti�cation andsignaturegen-
eration.
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